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(57) ABSTRACT

A method of testing security of an electronic device against a
combination of a side-channel attack and a fault-injection
attack implemented during a method of cryptographic pro-
cessing that includes: delivering a message signature based
ona secret parameter and implementing a recombination of at
least two intermediate values according to the Chinese
remainder theorem; and verifying the signature on the basis of
at least one public exponent. The method of testing includes:
transmitting a plurality of messages to be signed by said
electronic device; disturbing each message, including modi-
fying the message by inserting an identical error for each
message, before executing a step of determining one of the
intermediate values; and analyzing physical measurements,
obtained during the step of verifying the signature as a func-
tion of the message to be signed, the identical error for each
message, and an assumption of a value of part of the secret
parameter.
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1
METHOD FOR TESTING THE SECURITY OF
AN ELECTRONIC DEVICE AGAINST AN
ATTACK, AND ELECTRONIC DEVICE
IMPLEMENTING COUNTERMEASURES

1. FIELD OF THE INVENTION

The field of the invention is that of cryptography.

More specifically, the invention pertains to a technique for
testing the security of an electronic device against a side-
channel attack combining a fault-injection attack and an
analysis of consumption (and/or an analysis of electromag-
netic emissions), as well as a protection technique aimed at
preventing the disclosure of secret elements stored by the
electronic device when such an attack is carried out.

The invention has numerous applications, for example in
the field of smartcards which are used in many sectors of
industry (such banking, identity applications, telephony, etc).

More generally, it can be applied in all cases where an
electronic device can be manipulated in order to carry out
side-channel attacks.

2. TECHNOLOGICAL BACKGROUND

Traditionally, when a cryptographic processing method
(such as a digital signature) is implemented on an electronic
device (in the form of either dedicated hardware or a set of
software instructions to be executed by a processor contained
in the electronic device), it is important to take account of the
constraints induced by the existence of two major classes of
attacks (namely, side-channel attacks and fault-injection
attacks) to which all devices are electronically vulnerable.

Side-channel attacks consist in observing the normal work-
ing of an electronic device without damaging it. These are
non-invasive attacks in which the physical effects of the com-
putations on the embedded modules are observed. These
observed effects are, for example, execution time, electro-
magnetic radiation or again consumption of current. The pur-
pose of the observation is to retrieve secret data handled
during the execution of a cryptographic processing method.
The attacks known as SPA (Simple Power Analysis), DPA
(Differential Power Analysis), SEMA (Simple ElectroMag-
netic Analysis), and DEMA (Differential ElectroMagnetic
Analysis) attacks are examples of side-channel attacks.

In fault-injection attacks, the efficient working of an elec-
tronic device is disturbed and an erroneous output is analyzed
to obtain information on the secret data stored in this device.

In general, those skilled in the art try to prevent such attacks
by incorporating special countermeasures when a crypto-
graphic processing method is being carried out.

To obtain protection against fault-injection attacks, it is
common practice either to duplicate the computation and then
verify that the two results are equal or to add on an operation
that checks the integrity of the computation to be protected.

Thus, in the example where a digital signature method
(such as the signature method known as the RSA (Rivest,
Shamir and Adleman) method, or one of its variants) has to be
implemented, the most efficient technique to counter fault-
injection attacks is to verify the result of the signing by using
the public key if this public key is available.

One description of a generic implementation of the digital
signature method known as the RSA-CRT (Chinese Remain-
der Theorem) protected, according to known techniques of
the prior art, against the two classes of attacks mentioned here
above is described with reference to FIG. 1.

However, such a digital signature method proves to be
sensitive to any attack combining a side-channel attack and a
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fault-injection attack. The description of the technical prob-
lem formulated by the inventors is described with reference to
FIG. 2 of the present patent application. It must be noted that
detecting and formulating this security problem inherent in
the use of the above-described digital signature method was
not obvious to those skilled in the art.

The invention is therefore at least partly a problem inven-
tion, corresponding to the detection of this security flaw.

It must be noted that this problem of security exists in
numerous implementations of a digital signature method con-
sidered to be secured, such as for example the one described
in the document US 2010/0223478.

3. GOALS OF THE INVENTION

The invention, in at least one embodiment, is aimed espe-
cially at providing a technique for testing the security of an
electronic device in order to guarantee an expected level of
security of the electronic device.

At least one embodiment of the invention is also aimed at
providing a technique for protecting an electronic device
against a new attack combining a side-channel attack and a
fault-injection attack.

It is another goal of at least one embodiment of the inven-
tion to provide a technique of this kind that is easy to imple-
ment, and requires few additional resources (in terms of
memory or execution time).

4. SUMMARY OF THE INVENTION

One particular embodiment of the invention proposes a
method for testing the security of an electronic device against
a combination of a side-channel attack and a fault-injection
attack implemented during an execution of a method of cryp-
tographic processing comprising a step for delivering a sig-
nature of a message on the basis of at least one secret param-
eter, said step for delivering a signature implementing a
recombination of at least two intermediate values according
to the Chinese remainder theorem, and a step for verifying
said signature on the basis of at least one public exponent.
Such a method for testing is remarkable in that it comprises:

a step for transmitting a plurality of messages to be signed
by said electronic device;

a step for disturbing each message, comprising a modifi-
cation of said message by the insertion of an identical
error for each message, before executing a step for deter-
mining one of the intermediate values;

a step for analyzing physical measurements, obtained dur-
ing said step for verifying said signature as a function of
said message to be signed, said error which is identical
for each message, and an assumption of a value of a part
of said at least one secret parameter.

According to one particular characteristic, such a method
for testing is remarkable in that said step for delivering a
signature corresponds to a step for executing the RSA-CRT
method of cryptographic processing.

According to one particular characteristic, such a method
for testing is remarkable in that said step for delivering a
signature corresponds to a step for executing variants of the
RSA-CRT method of cryptographic processing.

According to one particular characteristic, such a method
for testing is remarkable in that said step for analyzing physi-
cal measurements comprises a step for determining a coeffi-
cient of correlation between said physical measurements
obtained and an estimation of a variable m+i1 mod N, where @i
is said assumption of'a value of a part of said at least one secret
parameter, said coefficient being maximal when ti=f(e,p,i,,
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N) or when #i=f(e,q,i,,N), depending on the intermediate
value disturbed by the execution of said step for disturbing,
where m corresponds to said message, € corresponds to a
representation of said error introduced during the execution
of said step for disturbing, p and q correspond to prime
numbers which are parameters of the RSA-CRT method of
cryptographic processing, N corresponds to the product of the
prime numbers p and g, i,=p~' mod q and i,=q™" mod p, the
operation mod corresponds to an operation of modular reduc-
tion, and the function f is defined by one ofthe two following
equations: f(a,b,c,d)=ab-c mod d and f(a,b,c,d)=(a-b-c mod
d)-d.

According to a particular characteristic, such a method for
testing is remarkable in that said assumption of a value of a
part of said at least one secret parameter is made byte by byte.

According to one particular characteristic, such a method
for testing is remarkable in that when t less significant bits of
the number f(e,p,i,,N) or the number f(e,q.i,,N) are obtained,
the other bits are obtained via a step for resolving a polyno-
mial equation P(e,x)=x*+c(2"'k-2%)x+ck(k—€)=0 mod N,
where c=27* mod N, and where k verifies f(a, b, ¢, N)=2"x+k
mod N.

According to one particular characteristic, a method for
testing of this kind is remarkable in that, when said error € is
known and when

1
1> 5logy(N).

said polynomial equation is resolved through ause ofthe LLL
algorithm.

According to one particular characteristic, such a method
for testing is remarkable in that, when said error € is unknown
and when

1
> Elogz(N) +5

where s is a size in bits of a representation of said error €, said
polynomial equation is resolved through a use of the LLL
algorithm.

One particular embodiment of the invention proposes an
electronic device comprising means of cryptographic pro-
cessing comprising means enabling the delivery of a signa-
ture of a message on the basis of at least one secret parameter,
said means that enable the delivery of a signature further
comprising means for recombining at least two intermediate
values according to the Chinese remainder theorem, and
means for veritying said signature from at least one public
exponent. Such an electronic device is remarkable in that it
comprises means of confusion implemented during a use of
the means of cryptographic processing, said means of confu-
sion preventing the establishment of a relationship between a
result obtained following a use of the means for verifying,
said message, an error introduced into said message when it is
used to establish one of said two intermediate values and a
part of at least one secret parameter, said relationship
enabling an attack to be made by analysis of measurements of
physical parameters sent out by said electronic device.

According to one particular embodiment, an electronic
device of this kind is remarkable in that said means for veri-
fying comprise said means of confusion.
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According to one particular characteristic, an electronic
device of this kind is remarkable in that said means for veri-
fying comprise:

means for determining a variable equal to ((S'“+rand-m)

mod r,N) mod N where S'is a result obtained following
the use of the means for delivering a signature of a
message m, N is a public modulus, rand is a random
number smaller than N, r, is a random number and e is
the public exponent;

means for comparing said variable obtained by the use of

the means for determining with a random number rand;

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if numbers compared by said means for compar-
ing are different.

According to one particular characteristic, such an elec-
tronic device is remarkable in that said means for verifying
comprise:

means for determining a variable equal to ((S'*?-m"?) mod

N) where S' is a result obtained following the use of
means enabling the delivery of a signature of a message
m, N is a public modulus, r, is a random number and e is
the public exponent;

means for comparing said variable obtained by the use of

means for determining with zero;

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if the numbers compared by said means for com-
paring are different.

According to one particular characteristic, such an elec-
tronic device is remarkable in that said means for verifying
comprise:

means for determining a variable equal to (S'* mod r;N)

mod r; where S' is a result obtained following the use of
means for delivering a signature of a message m, Nis a
public modulus, r; is a random number and e is the
public exponent;

means for comparing said variable obtained by the use of

means for determining with m mod r5;

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if the numbers compared by said means for com-
paring are different.

According to one particular characteristic, such an elec-
tronic device is remarkable in that said means of confusion
are used before the means for delivering a signature of a
message and in that they comprise means for determining a
message m' that is equal to (m+r,N) mod rsN where m is the
message to be signed, N is a public modulus and the numbers
r,, s are random numbers.

According to one particular characteristic, such an elec-
tronic device is remarkable in that the means for delivering a
signature of a message are capable of delivering a signature
according to the method known as the RSA-CRT method.

In another embodiment of the invention, there is proposed
a method for securing a method of cryptographic processing
comprising a step for delivering a signature of a message on
the basis of at least one secret parameter, said step for deliv-
ering a signature comprising a step for recombining at least
two intermediate values according to the Chinese remainder
theorem, and a step for verifying said signature from at least
one public exponent. The method for securing is remarkable
in that it comprises a step of confusion that prevents the
establishing of a relationship between a result obtained fol-
lowing the execution of the step for verifying, said message,
an error produced in said message when it is used to establish
one of said two intermediate values, and a part of at least one



US 9,069,971 B2

5

secret parameter, said relationship enabling the performance
of an attack by analysis of measurements of physical param-
eters sent by said electronic device.

According to one particular characteristic, such a method
for securing is remarkable in that said step of confusion is
performed during the step for verifying.

According to one particular characteristic, such a method
for securing is remarkable in that said step for verifying
comprises:

a step for determining a variable equal to ((S"+rand-m)
mod r;N) mod N where S' is the result obtained follow-
ing the execution of the step for delivering a signature of
a message m, N is a public modulus, rand is a random
number smaller than N, r, is a random number and e is
the public exponent;

a step for comparing said variable obtained following the
execution of the step for determining with the random
number rand;

a step for detecting a fault-injection attack which com-
prises a step for transmitting a piece of information for
detecting a fault-injection attack if numbers compared
during the step for comparing are different.

According to one particular characteristic, such a method
for securing is remarkable in that said step for verifying
comprises:

a step for determining a variable equal to ((S'*?-m"?) mod
N) where S'is a result obtained following the execution of the
step for delivering a signature of a message m, N is a public
modulus, r, is a random number and e is the public exponent;

a step for comparing said variable obtained following the
execution of the step for determining with zero;

a step for detecting a fault-injection attack that comprises a
step for transmitting a piece of information on detection
of a fault-injection attack if numbers compared during
the step for comparing are different.

According to one particular characteristic, such a method
for securing is remarkable in that said step for verifying
comprises:

step for determining a variable equal to (S mod r;N) mod
r; where S'is aresult obtained following the execution of
the step for delivering a signature of a message m, Nis a
public modulus, r; is a random number and e is the
public exponent;

a step for comparing said variable obtained following the
execution of the step for determining with m mod r5;

a step for detecting a fault-injection attack that comprises a
step for transmitting a piece of information for detecting
a fault-injection attack if numbers compared during the
step for comparing are different.

According to one particular characteristic, such a method
for securing is remarkable in that the step of confusion is
executed before the step for delivering a signature and in that
the step of confusion comprises a step for determining a
message m' which is equal to (m+r,N) mod r;N where m is the
message to be signed, N is a public modulus and the numbers
r,, r5 are random numbers.

According to one particular characteristic, such a method
for securing is remarkable in that the step for delivering a
signature comprises an execution of the method known as the
RSA-CRT method.

Another embodiment of the invention proposes a computer
program product comprising program code instructions to
implement the above-mentioned methods (in any one of its
different embodiments) when said program is executed on a
computer.

Another embodiment of the invention proposes a com-
puter-readable and non-transitory storage medium storing a
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computer program comprising a set of instructions execut-
able by a computer to implement the above-mentioned
method (in any one of its different embodiments).

Another embodiment of the invention proposes a computer
program product comprising program code instructions to
implement the above-mentioned methods (in any one of its
different embodiments) when said program is executed on a
computer.

Another embodiment of the invention proposes an elec-
tronic device comprising means adapted to implementing the
above-mentioned methods (in any one of its different
embodiments).

More specifically, according to a preferred implementa-
tion, the different steps of the method according to the inven-
tion are implemented by a software item or computer pro-
gram, this software item comprising software instructions
designed to be executed by a data processor of a relay module
according to the invention and being designed to command
the execution of the different steps of this method.

Consequently, the invention is also aimed at providing a
program capable of being executed by a computer or by a data
processor, this program comprising instructions to command
the execution of the steps of a method as mentioned here
above.

This program can use any programming language whatso-
ever and take the form of a source code, object code or
intermediate code between a source code and an object code
as in a partially compiled form or in any other desirable form
whatsoever.

The invention is also aimed at obtaining an information
carrier readable by a data processor and comprising instruc-
tions of a program as mentioned here above.

The information carrier can be any entity whatsoever of the
device capable of storing the program. For example, the car-
rier can comprise a storage means such as a ROM, for
example a CD-ROM or a microelectronic circuit ROM or
again a magnetic recording means, for example a floppy disk
or a hard disk drive.

Furthermore, the information carrier can be a transmissible
carrier such as an electrical or optical signal which can be
conveyed via an electrical or optical cable, by radio or by
other means. The program according to the invention can be
especially uploaded on to an Internet-type network.

As an alternative, the information carrier can be an inte-
grated circuit into which the program is incorporated, the
circuit being adapted to executing or to being used in the
execution of the method in question.

According to one embodiment, the invention is imple-
mented by means of software and/or hardware components.
From this viewpoint, the term “module” can correspond in
this document both to a software component and to a hard-
ware component or to a set of hardware and software com-
ponents.

A software component corresponds to one or more com-
puter programs or to several sub-programs of a program or
more generally to any element of a program or a software item
capable of implementing a function or a set of functions as
described here below for a module concerned. Such a soft-
ware component is executed by a data processor of a physical
entity (a terminal, server, etc) and is capable of accessing the
hardware resources of'this physical entity (memories, record-
ing carriers, communications buses, input/output electronic
boards, user interfaces, etc).

Inthe same way, a hardware component corresponds to any
element of a hardware unit capable of implementing a func-
tion or a set of functions according to what is described here
above for the module concerned. It can be a programmable
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hardware component or a component with an integrated pro-
cessor for the execution of software, for example an inte-
grated circuit, a smartcard, a memory card, an electronic card
for executing firmware, a secure element used in the context
of a near-field communications, etc.

5. LIST OF FIGURES

Other characteristics and advantages of the invention shall
appear from the following description, given by way of a
non-exhaustive indication, and from the appended drawings,
of which:

FIG. 1 is a flowchart of a generic mode of implementation
of the method of digital signing, known as the RSA-CRT
method, additionally comprising a step for verifying in using
the public key, secured against side-channel attacks and fault-
injection attacks according to the prior art;

FIG. 2 presents a vulnerability intrinsic to implementations
as described in FIG. 1;

FIG. 3 presents a flowchart of a particular embodiment of
the method for testing security according to the invention;

FIG. 4(a) is a schematic representation of an electronic
device in which the present invention is implemented;

FIG. 4(b) represents a microcircuit board constituting an
example of an electronic device compliant with the invention
as represented in FIG. 4(a).

6. DETAILED DESCRIPTION

In all the figures of the present document, the identical
elements and steps are designated by a same numerical ref-
erence.

The present technique is applicable to the method of cryp-
tographic processing comprising a step for delivering a sig-
nature according to the RSA-CRT cryptographic method and
a step for verifying the signature obtained via a use of an
exponent and of a modulus that are public. Here below in the
description, only this embodiment is described in detail.

However, those skilled in the art could easily adapt the
present technique when variants of the RSA-CRT method,
such as that described in the article by K. Hansen et al, “On the
Efficiency of Fast RSA Variants in Modern Mobile Phones ” or
else in the article by D. Boneh et al, “Fast Variants of RSA”,
are implemented in an electronic device (for example when
the electronic device implements a RSA-CRT cryptographic
method with multiple prime numbers (i.e. with a number of
prime numbers greater than or equal to 3) or when the elec-
tronic device implements a particular RSA-CRT crypto-
graphic method where the public modulus has the form
N=p?q, where p and q are prime numbers.

FIG. 1 is a flowchart of a generic mode of implementation
of the method of digital signing known as the RSA-CRT
method further comprising a step for verifying in using the
public key, secured against side-channel attacks or fault-in-
jection attacks according to the prior art.

When the electronic device has to deliver the electronic
signature of a message m, it implements the digital signing
method known as the RSA-CRT method further comprising a
step for verifying in using the public key. Such a method
corresponds to the succession of steps 101 to 107.

Ina step 101, amessage m,=m+k,p mod k, p is determined,
where the numbers k,, k, are random numbers and the num-
ber p is a prime number (which is one of the parameters of the
RSA).

Ina step 102, amessage m,=m+k,q mod k,q is determined,
where the numbers k,, k; are random numbers and the num-
ber q s a prime number (which is one of the parameters of the
RSA).
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In a step 103, the electronic device carries out an exponen-
tiation of the message m,, which is resistant to SPA and DPA
attacks. Thus, the step 103 is aimed at determining for
example the value of S'p:mpdp+k4(‘7'l) mod ksp, where the
numbers k,, ks are random numbers and the number d,, cor-
responds to d mod p-1 where d is the private exponent in the
method for digital signing known as the RSA-CRT method. It
must be noted that we have S,=S', mod p, where S p:mpdp mod

In a step 104, the electronic device carries out an exponen-
tiation of the message m, which is resistant to SPA and DPA
attacks. Thus, the step 104 is aimed at determining for
example the value of S' q:qu‘?k“q'l) mod k,q, where the num-
bers kg, k; are random numbers and the number d, corre-
sponds to d mod q-1. It must be noted that we have S=S',
mod q, where S_=m qdq mod q.

The numbers k; used previously can be random 32-bit
numbers or 64-bit numbers which are generated by the elec-
tronic device whenever the method for digital signing is
executed.

In a step 105, the values obtained at output of the steps 104
and 103 are recombined (according to the Garner theorem or
the Gauss theorem) using the Chinese remainder theorem and
then, in a step 106, the result obtained at the output of the step
105 S' +q:(i,(S',=S' )mod ksp), is reduced through a modu-
lar reduction operation, using the modulus N=p-q. Thus, we
obtain a signature S of the message m, which must be verified
to detect any fault-injection attack or attacks.

In a step 107, an exponentiation is performed in using the
public exponent e in order to determine S° mod N, which has
to be equal to the message m if no fault-injection attack has
been made.

The method as described with reference to FIG. 1 is, as
seen in the prior art, resistant to side-channel attacks as well
as to fault-injection attacks.

FIG. 2 presents a vulnerability intrinsic to implementations
such as those described in FIG. 1.

Indeed, an attacker can make a side-channel attack during
the execution of the step 10 by introducing an error E into the
message m before the performance of the step 101, via the
error-injection step 201, or before the performance of the step
102 via the error-injection step 202, seeking thereby to dis-
turb the steps 101, 103 and the following steps or to disturb
the steps 102, 104 and the following steps.

Indeed, such an attack can be implemented because when
such an error is introduced for example via the error-injection
step 201, an erroneous signature S, is obtained at the output of
the step 106, which verifies the following equation:

5‘fim+e-q-iq mod N where iq:tf1 mod p.

Indeed, by noting, according to the Gauss recombination,
that  S,°-S°=(pi, S, )*+(qi,S,) - (01,S,)°+(qi,S,)*  mod
N=(qi,)°(S,°-S," )mod N, with S,, corresponding to an erro-
neous value of S_, and
_ that (gpe—Spe):e mod p, and (gpe—Spe)ZO mod g, we have:
S,°=-8°=(pi,,)-0+(qi,)-€ mod N.

Similarly, when an error is introduced, for example via the
error-injection step 202, we obtain an erroneous signature S,
at output from the step 106 which verifies the following
equation: gze:m+e~p~ip mod N where ip?p"1 mod q.

Thus, an attacker can make a side-channel attack in order to
obtain the value of (¢'p-i,) mod N (or (€-p-i,,) mod N-N) or the
value of (e-q1i, )mod N (or (e-q1,) mod N-N) from physical
measurements obtained during a step 203. Once such a value
has been obtained, the prime number p or q is retrieved by
determining the greatest common divider between the value
thus obtained and N.
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The formulation of this problem of security is in itself
novel and inventive.

FIG. 3 presents a flowchart of a particular embodiment of
the method for testing security according to the invention.

In this embodiment, it is assumed that a fault injection is
still carried out at the step 201. Thus, only the determining of
S', is degraded through a modification of the message. Those
skilled in the art could adapt this embodiment to the case
where a fault injection is always done only according to the
step 202.

The method for testing security of an electronic device
against a combination of a side-channel attack and a fault-
injection attack comprises:

a step 301 for generating a plurality of messages m, with i
being an integer ranging from 1to N,, where N, is alarge
number (the value of N, possibly varying from 10,000 to
several hundreds of thousands);

a step for delivering a signature 302 which consists, for
each message m,, in delivering a signature by means of
the electronic device in injecting a same error € during a
step 201 into the message to be signed;

a step for collecting information 303 during the perfor-
mance of a step for verifying the signature 107 (which is
therefore still erroneous), which consists in using sen-
sors to pick up measurements of the physical parameters
sent by the electronic devices (consumption curves,
etc.);

a step of analysis 304 of the measurements of the physical
parameters performed once all the messages m; have
been signed, this step comprising a step for determining
a coefficient of correlation in making an assumption on
the value of e:qi, mod N, or of (e'q'i,) mod N-N.

Through the size of €:qi, mod N, it is necessary to make an
assumption for one byte of the value of €-q-i, mod N, and to
reiterate the step for determining a coefficient of correlation
on another byte. This observation is also valid for the size of
(€-q-i ymod N-N.

In one variant, the step of analysis 304 can be executed
concomitantly with the steps 302 and 303 when a certain
number of signatures are collected.

In one variant, the step of analysis further comprises a step
for resolving a polynomial equation comprising a step for
using the algorithm known as the LLL algorithm.

More specifically, when we obtain t less significant bits of
the number €-q-i, mod N, it is possible to establish the fol-
lowing relationship:

€q-i,~2x+k mod N, where the values of t and of k are
known and where the value of x, with a size of ceil(log,(N)-
t), with the function ceil corresponding to the next higher
integer is unknown. To determine the value of x, it is enough
to resolve the following polynomial equation: P(e,x)=x>+c
(2™*'k-2%)x+ck(k—€)=0 mod N, where c=2"* mod N.

Indeed, by application of the Bezout theorem, we have
pi,+qi,~1 mod N. We therefore have e-pi,~e-2"%—k mod N.

Then, by multiplying €-pi, by €:q-i, and by using the pre-
ceding relationships we get e-pi,eqi,~(2%+k)-(e-2x-k)=0
mod N.

When the value of the error € is known, and when t>%2
log,(N), then the necessary conditions (described in the
article by D. Coppersmith, “Finding a small root of bivariate
integer equation”) for resolving this polynomial equation via
the use of the LLL algorithm are fulfilled.

When the value of the error € is unknown and when t>2
log,(N), then the necessary conditions (described by D. Cop-
persmith, “Finding a small root of bivariate integer equa-
tion”) for resolving this polynomial equation via the use of the
LLL algorithm are fulfilled.
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Such a method for testing security can be implemented for
example by a system comprising a measuring instrument
(such as for example an oscilloscope) in order to pick up
physical measurements of parameters related to an internal
state of the electronic device the security of which has to be
evaluated and a computer capable of carrying out operations
of analysis and coordination within the system.

FIG. 4(a) schematically represents an electronic device
440 in which the present invention is implemented.

This device 440 comprises a microprocessor 410 with
which there is associated on the one hand a random-access
memory 460, for example by means of a bus 470 and, on the
other hand, a non-volatile memory 420 (for example of the
EEPROM type), for example through a bus 450.

The data-processing device 440 and specifically the micro-
processor 410 that it incorporates can exchange data with
external devices by means of a communications interface
430.

FIG. 4(a) schematically represents the transmission of a
piece of input data X received by an external device (not
shown) and transmitted from the communications interface
430 to the microprocessor 410. Similarly, the figure repre-
sents the transmission of a piece of output data’Y sent from the
microprocessor 410 to the communications interface 430 and
intended for an external device. This piece of output data Y
comes from a data-processing operation by the microproces-
sor 410, generally carried out on the piece of input data X by
means of a piece of secret data 480 internal to the system, for
example a private key or a random number.

The pieces of input data X are for example APDU com-
mands and the pieces of output data are APDU responses.

Although, for the sake of illustration, the input data and the
output data are represented on two difterent arrows, the physi-
cal means that enable communications between the micro-
processor 410 and the interface 430 could be made by only
one set of means, for example a series communications port
or a bus.

The microprocessor 410 is capable of executing a piece of
software (or a computer program) that enables the electronic
device 440 to execute a method capable of thwarting an attack
as described in this document. A method of this kind is for
example executed by the microprocessor 440 upon reception
of the input data X. The data of the method according to the
invention can be obtained from the input data or from the
non-volatile memory 420. The pieces of output data are for
example obtained from the result of the method according to
the invention. Such output data can be information on the
detection of a fault-injection attack. The software item con-
sists of a series of commands from the microprocessor 410
which are for example stored in the memory 420.

In one variant, the unit formed by the microprocessor 410
and the non-volatile memory 420 and the random-access
memory 460 can be replaced by a specific application which
then comprises means for carrying out the different steps of
the data-processing method. More generally, the processing
device is an integrated circuit.

FIG. 4(b) represents a microcircuit card constituting an
example of an electronic device according to the invention as
represented in FIG. 4(a). The communications interface 430
in this case is obtained by means of contacts of the microcir-
cuit card or else an antenna housed in the card body. The
microcircuit card incorporates a microprocessor 410, a ran-
dom-access memory 460 and a non-volatile memory 420 as
shown in FIG. 4(a).

This microcircuit card is for example compliant with the
ISO 7816 standard and provided with a secured microcon-
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troller which groups together the microprocessor (or CPU)
420 and the random-access memory 460.

The pieces of input data X are for example APDU com-
mands and the pieces of output data are APDU responses.

In one variant, the data-processing device can be a USB
key, a document or a paper information carrier comprising, in
one of its sheets, a microcircuit associated with contactless
communications means. In a preferred way, this is a portable
or hand-held electronic entity.

The device is for example secured. For example, the device
comprises means capable of protecting it against attacks
aimed at fraudulently obtain the secret data that it memorizes
(for example a cryptographic key). These are attacks such as
fault-injection attacks and/or side-channel attacks. In particu-
lar, the device complies with the FIPS standard or with the
common criteria.

The invention claimed is:

1. A method for testing the security of an electronic device
against a combination of a side-channel attack and a fault-
injection attack implemented during an execution, in the elec-
tronic device, of a method of cryptographic processing that
includes a step of delivering a signature of a message on the
basis of at least one secret parameter, said step of delivering a
signature implementing a recombination of at least two inter-
mediate values according to the Chinese remainder theorem,
and a step of verifying said signature on the basis of at least
one public exponent, wherein the method for testing com-
prises:

a step of transmitting a plurality of messages to be signed

by said electronic device;

a step of disturbing each message, comprising a modifica-
tion of said message by the insertion of an identical error
into said message, before executing a step of determin-
ing one of the intermediate values to be recombined
during the step of delivering a signature of said message;

a step of obtaining physical measurements during said step
of verifying said signature;

a step of analyzing said physical measurements as a func-
tion of said message to be signed, said identical error,
and an assumption of a value of a part of said at least one
secret parameter.

2. The method for testing security according to claim 1,
wherein said step of delivering a signature corresponds to a
step of executing an RSA-CRT method of cryptographic pro-
cessing.

3. The method for testing security according to claim 1,
wherein said step of delivering a signature corresponds to a
step of executing variants of an RSA-CRT method of crypto-
graphic processing.

4. The method for testing security according to claim 2,
wherein said step of analyzing physical measurements com-
prises a step of determining a coefficient of correlation
between said physical measurements obtained and an estima-
tion of a variable m+{ mod N, where {i is said assumption of
a value of a part of said at least one secret parameter, said
coefficient being maximal when §i=F(e,p,i,,N) or when {i=F
(€,9,i,,N), depending on the intermediate value disturbed by
the execution of said step of disturbing, where m corresponds
to said message, € corresponds to a representation of said
error introduced during the execution of said step of disturb-
ing, p and q correspond to prime numbers which are param-
eters of the RSA-CRT method of cryptographic processing, N
corresponds to the product of the prime numbers p and q,
ip?p"1 'mod q and iq:q"1 mod p, the operation mod corre-
sponds to an operation of modular reduction, and the function
f is defined by one of the two following equations:
f(a,b,c,d)=a.b.cmod d and f(a,b,c,d)=(a.b.cmod d)-d.
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5. The method for testing security according to claim 4,
wherein said assumption of a value of a part of said at least
one secret parameter is made byte by byte.

6. The method for testing security according to claim 4,
wherein when t less significant bits of the number f(e,p,i,,N)
or the number f(eq,i,,N) are obtained, the other bits are
obtained via a step of resolving a polynomial equation
P(e,x)=x*+c(2k—2%)x+ck(k-€)=0 mod N, where ¢=2"%
mod N, and where k verifies f(a,b,c,N)=2"x+k mod N.

7. The method for testing security according to claim 6,
wherein, when said error € is known and when t<1/2 log,(N),
said polynomial equation is resolved through a use ofan LLL
algorithm.

8. The method for testing security according to claim 6,
wherein, when said error € is unknown and when t>1/2 log,
(N), s where s is a size in bits of a representation of said error
€, said polynomial equation is resolved through a use of an
LLL algorithm.

9. An electronic device comprising:

means for cryptographic processing comprising means for

delivery of a signature of a message on the basis of at
least one secret parameter, said means for delivery of a
signature further comprising means for recombining at
least two intermediate values according to the Chinese
remainder theorem, and means for verifying said signa-
ture from at least one public exponent; and

means for confusion implemented during a use of the

means for cryptographic processing, said means for con-
fusion preventing establishment of a relationship
between a result obtained following a use of the means
for veritying, said message, an error introduced into said
message when the message is used to establish one of
said two intermediate values and a part of at least one
secret parameter, said relationship enabling an attack to
be made by analysis of measurements of physical
parameters sent out by said electronic device.

10. The electronic device according to claim 9, wherein
said means for verifying comprise said means for confusion.

11. The electronic device according to claim 10, wherein
said means for verifying comprise:

means for determining a variable equal to ((S*+rand—m)

mod r,N) where S' is a result obtained following the use
of the means for delivering a signature of a message m,
N is a public modulus, rand is a random number smaller
than N, r, is a random number and e is the public expo-
nent;

means for comparing said variable obtained by the use of

the means for determining with the random number
rand; and

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if numbers compared by said means for compar-
ing are different.

12. The electronic device according to claim 10, wherein
said means for verifying comprise:

means for determining a variable equal to ((S'"?-m")mod

N) where S' is a result obtained following the use of
means enabling the delivery of a signature of a message
m, N is a public modulus, r, is a random number and e is
the public exponent;

means for comparing said variable obtained by the use of

means for determining with zero; and

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if the numbers compared by said means for com-
paring are different.
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13. The electronic device according to claim 10, wherein
said means for verifying comprise:

means for determining a variable equal to (8" mod n,N)

mod r, where S' is a result obtained following the use of
means for delivering a signature of a message m, Nis a
public modulus, r, is a random number and e is the
public exponent;

means for comparing said variable obtained by the use of

means for determining with m mod r,; and

means for detecting a fault-injection attack that transmit a

piece of information on detection of a fault-injection
attack if the numbers compared by said means for com-
paring are different.

14. The electronic device according to claim 9, wherein
said means for confusion are used before the means for deliv-
ering a signature of a message, and comprise means for deter-
mining a message m' that is equal to (m+r,N)mod r,N where
m is the message to be signed, N is a public modulus and the
numbers r,, r5 are random numbers.

15. The electronic device according to claim 9, wherein the
means for delivering a signature of a message are capable of
delivering a signature according to an RSA-CRT method.
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